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Abstract: Information security, nowadays, when both states,
institutions, companies and societies increasingly use
information in digital form, is becoming a critical factor of
the organization's activity. Therefore, the purpose of this
paper is to discuss the issues of building an information
security management system in a modern company.

This systemic approach is a response to the expectations of
modern organizations and a very important issue, due to the
fact that with regard to the security of information systems,
each organization should verify its activities in terms of
sufficient information protection.
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1. Introduction

In addition to human, infrastructure and
financial resources, information is becoming
another extremely important resource
(Pigtowski & Zak, 2021; Culot et al., 2021;
Mirtsch et al., 2021; Legowo & Juhartoyo,
2022; Podrecca et al., 2022).

Access to information is currently a
fundamental factor for the dynamic
development of an organization, with the
reservation that it should be efficient, but
above all safe. All organizations, regardless
of their business profile, produce, store,
process and transmit sensitive information,
whose unauthorized disclosure or destruction
may cause serious harm to an individual or
institution (Achmadi et al., 2018; Hamdi et
al.,, 2019; Kitsios & Kamariotou, 2017;
Dospinescu & Dospinescu, 2018). Increasing
cybercrime, its  simplification  and
accessibility for incompetent ICT users are
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actively attacking enterprise information

assets

Therefore, the purpose of this work is to
discuss the problem of building an
information security management system in
a modern company. This systemic approach
is a way to meet the expectations of modern
organizations and a very important issue,
given the fact that, with regard to the
security of information systems, every
organization should verify its activities for
adequate information protection.

2. System management of
information security

It is information, not events, that is changing
today's economic reality. Their value is now
undeniable, because they determine the
successes and failures of the organization,
becoming one of the main resources
(information resources) with the help of
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which companies are in the wall to build a
long-term competitive advantage (European
Commission, 2022).

More and more often managers pay more
and more attention to the value that
information generates for the company (its
possession, processing, protection, use,
modification or management). Remote work,
increased mobility of members of the
organization, outsourcing, flat structures in
the organizations, constantly changing
relationships in the business — increasingly
established very quickly with a short time
horizon, often with entities that have a short
history is today’s reality that must face
modern entrepreneurial environments (Bolek
et al., 2023). The subject of information
security is not a new subject, but the
attempts made in the area of systematic
standardisation of information safety
practices are relatively short-lived (in the
early 1990s). In economic practice,
comprehensive care for information security
is a new issue, however, the scale and scope
of problems that we can observe and which
arise as a result of the non-acceptance of
risks arising, among other things, from the
loss of information assets generates a
significant danger to the efficiency and
efficiency of the operation of enterprises and
cannot be overlooked (Wu et al., 2021;
Varghese, 2022). Information is a key part of
any undertaking. The collection, processing,
storage and confidentiality of information
are among the most important activities in
the entire life cycle of an enterprise (Mou et
al., 2020). Maintaining security and taking
action to protect information assets is
essential in relation to every party involved,
such as customers, employees, business
partners, suppliers or other strategic allies.
As other authors stress, security pathologies
result from a lack of recognition of the
importance  of  information  security
management (Huo et al., 2015; Juma’h &
Alnsour, 2021).

There are currently five main reasons why
organizations should focus on information
security (Ernst & Young, 2014):
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1. Changes in the enterprise
environment that take place in
relatively short intervals of time.
The rapid movement of enterprises
in the era of multi-crisis is due to
the emergence of new mergers,
acquisitions, market expansion and
new technologies. These changes
are complex, with many negative
consequences for enterprise
information security.

2. Ecosystem: We live in an
ecosystem of entities, people and
data connected digitally. The
likelihood of  exposure to
cybercrime affects every area of
human existence.

3. Infrastructure: Internet access is
now unlimited even for traditionally
closed operating technologies, so

threats to information security
affect critical infrastructures (e.g.
transport systems, energy
distribution or the world of
science).

4. Cloud: Third-party data

management and storage services
pose unknown risks that previously
did not exist or existed on a
significantly smaller scale).

5. Mobility and customer orientation:
the widely accepted use of mobile
technology  weakens  corporate
boundaries and delivers IT closer to
the user and beyond the enterprise
environment. The widespread use
of the Internet, smartphones
combined with the positive
approach of enterprises to BYOD
has led to almost unlimited access
to sensitive corporate data.

With the development of information and
communication  technologies and the
expansion of industry competition, it is
necessary to attach increasing importance to
the protection of confidential information, as
information technology has become a tool or
object of cybercrime.
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According to PN-EN ISO/IEC 27001:2023-
08, information security is the preservation
of the confidentiality, integrity and
availability of information, with confidence
being defined as an attribute consisting of
information not being made available or
disclosed to unauthorized persons, entities or
processes; integrity as a property consisting
in ensuring accuracy and completeness; and
accessibility as the property of being
accessible and useful at the request of an
authorized entity (PN-EN ISO/IEC 27001;
Chu & So, 2020; Ali et al., 2021).

Security is associated with the uninterrupted
operation of systems, however, bear in mind
that there are many factors that can interfere
with it, and the source of threat can be
unauthorized access to resources, not only
from outside, but also from within the
organizational network (Shojaie et al., 2015;
Di Bona et al., 2020).

According to the type of threat, you can
distinguish between active attacks that seek
to modify the flow of information or create
false information, and passive attacks, which
consist of intercepting and monitoring the
transmitted information (Diefenbach et al.,
2019; Barton et al., 2016).

Maintaining a high level of security of the
strategic resources of the IT system requires,
among other things:

e classification of
determining  their
sensitivity,

e constant monitoring and periodic
review of the security status of all
components of the system,

e selection and implementation of
appropriate infrastructure
(hardware-software) solutions
(system: antivirus, firewall, breach
detection),

e application of protection measures
affecting increasing the reliability
of the equipment and enabling the
system to restore after a crash,

e training of users of the
organizational network in the

resources, by
degree  of

prevention and detection of
breaches of IT security,

e raising the qualifications of system
administrators through specialized
training in the field of information
security (Eling & Wirfs, 2019;
Mirtsch et al., 2021; Oleksiewicz,
2017; Marhavilas et al., 2020).

ISO/IEC 27001 defines information security
management as an information security
management system (ISMS) that “protects
the confidentiality, availability, and integrity
of information by implementing a risk
management  process and  providing
confidence to stakeholders that risks are
well-managed.”

According to PN-EN ISO/IEC 27001,
organizations of all types and sizes: collect,
process, store and transmit information,
understand that information and related
processes, systems and networks and staff
are important assets for achieving the goals
of the organization, are exposed to risks that
may affect the operation of assets, take into
account these risks by implementing security
measures related to information security
(Goncalves et al., 2020; Mazurek, 2014).

All information that the organization holds
and processes is subject to: threats related to
attacks and errors, threats arising from
natural  causes (e.g. flood, fire),
vulnerabilities inherently related to their use
(Patega, 2016; Tigre-O et al., 2019).

The protection of information assets is
achieved by defining, obtaining, ining and
improving information security in such a
way that the company achieves its goals,
acting in accordance with the law and
preserving its image. It should therefore
carry out coordinated actions related to the
implementation of appropriate safeguards
and the appropriate handling of unacceptable
risks in information security (Janczak &
Nowak, 2013; Jeong et al, 2019).
Information  security  risks and the
effectiveness of security changes depend on
changing circumstances, which is why
organizations should: monitor and evaluate
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the efficacy of implemented security and
procedures; identify emerging risks that
require action; select, implement and
improve appropriate security as needed.

In order to link and coordinate these
activities, the organization defines its own
information security policy and objectives,
using a management system (Piglowski &
Zak, 2021; PN-EN ISO/IEC 27001).

Organizations may decide to implement an
information security management system for
the following reasons: requirements for
qualifying and evaluating suppliers, ability
to operate in service and supply chains
(stability and predictability), expectation of
effective risk transfer, increasing
competition, need to adjust to industry
standards and requirements, e.g. in the
financial ~sector (Finance  Supervision
Commission — KNF) or key services
(National Cyber Security System — KSC),
need to meet legal requirements
(Zawistowski, 2020)

In order to ensure reliability in the operation
of the implemented security system and to
create the possibility of fulfilling its assumed
role, it is necessary to update it
systematically, due to the fact that those
systems (spyware, antivirus), which are not
updating, become vulnerable to all kinds of
hacking attacks.

According to PN-EN ISO/IEC 27001, data
protection against unauthorized, accidental,
deliberate  disclosure, modification or
destruction is based on the fulfilment of
security aspects such as confidentiality,
integrity and accessibility, where
confidentialism is defined as the attribute
that information is not to be made available
or disclosed to unauthorised persons, entities
or processes, integrity as a property that
ensures accuracy and completeness, and
availability as the property of being
accessible and useful at the request of an
authorized entity (PN-EN ISO/IEC 27001).

It should be noted that the fact that the
implementation of the information security
management system, confirmed by the
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certificate, is a signal to internal and external
clients that the organization:

e appreciates the
information,

e meets legal requirements,

e has a qualified team to watch over
the security of its operations; that is,
it is proof of the credibility of the
organization (Tigre-O et al., 2019).

Standard PN-EN ISO/IEC 27001
Information security, cybersecurity and
privacy — Information security management
systems; provides a practical guide to
information  security management. It
emphasizes risk management and contains
statements that make it possible to conclude
that it is not necessary to apply all the
recommended safety control guidelines, but
only those that are appropriate to the
situation and the level of acceptable risk.
The scope of application of the
recommendations contained in the standard,
the organization chooses for itself (PN-EN
ISO/IEC 27001; Leszczyna, 2018).

The scope can include all the information
processed within an organization.

It is also worth noting that, despite the fact
that the mentioned standard contains
information on what actions should be taken
to increase information security, it does not
specify at the same time how to this, and
guidelines for this are contained in other
standardization documents (PN-EN ISO/IEC
27002:2017-06. Information technology.
Security techniques. Practical principles for
information  security; PN-EN ISO/IEC
27005:2017-01; PN-EN ISO/IEC 27001
Information technology. Security techniques.
Risk Management in Information Security;
PN-ISO 31000:2018-08. Risk management.
Guidelines) (PN-EN ISO/IEC 27001).

ISO, the International Organization for
Standardization, grants certificates in
accordance with ISO/IEC 27001 to any
organization that meets specific
requirements. However, the  entire
certification process can be perceived by
some entrepreneurs as an organizational,

value of
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time and financial burden. However, the
research results available in the subject
literature (1SO, 2017) on the distribution of
certificates according to ISO/IEC 27001 in
2015 show a 20% increase compared to 2014
(27,536  organizations  that  obtained
certificates in 2015). The countries with the
most certified organizations are Japan (8
240), the United Kingdom (2 790) and India
(2,490). Of the V4 countries, Poland has the
most certificates. (448). Further studies also
reveal the growing interest of companies in
the topic of their distribution From the
survey (I1SO, 2019) in 2019 on the
distribution of certificates according to
ISO/IEC 27001 it can be concluded that 36
362 certificates have been issued.

As already mentioned, this standard allows
an organization to informedly choose the
safeguards appropriate to the profile of its
operations. Based on risk analysis, it is
possible to eliminate areas where the
implementation and  maintenance  of
safeguards  significantly  exceeds the
estimated losses or gains achieved (Setyadji
et al., 2023).

Furthermore, as research results show (Wu et
al., 2021) the financial effectiveness of
enterprises becomes greater as they gain
experience in the implementation of 1SO
27001. Such evidence will undoubtedly
enable modern managers to gain confidence
in the wuse of information security
certification.

3. Risk Management Elements

Risk is defined as the impact of uncertainty
on goals. The consequence of risk is a
positive or negative deviation from
expectations. The risk involves uncertainty,
i.e. a state, even partial, of lack of
information related to understanding or
knowledge of an event, its consequences or
probability. A risk may be presented in
relation  to  potential events and
consequences, or a combination thereof, and

expressed as the combination of the
consequences of an event (including a
change in circumstances) and the associated
probability of the event.

Risk management is the process of assessing
risk with the aim of reducing it to an
acceptable level. It should consist of the
following phases: planning, acquisition,
development, testing, appropriate
deployment of IT systems. Risk management
is the entire process of identifying,
controlling and eliminating or minimizing
the likelihood of uncertain events that may
affect the resources of an IT system. Risk
analysis, on the other hand, is the process of
identifying a risk, determining its magnitude
and identifying areas requiring safeguards.
Whitman and Mattord (2006) point out the
interrelationship between risk assessment
and risk mitigation — which is the essence of
risk management, while pointing to the
following steps of risk Management:
1. Identification of risks.
2. Impact assessment on operations.
3. Assessment of vulnerabilities and
threats.
4. Evaluation  of
mitigation measures.
5. Development and review of a risk
reduction plan.
6. Implementation of the risk
mitigation plan.
7. Compliance measurement.
8. Measurement of the impact on
activities.
9. Review and monitoring.

Risk is therefore the probability that a
particular vulnerability may be used by a
particular threat to cause loss or destruction
of an asset or group of assets, thereby
negatively affecting the organization's
operations directly or indirectly. One or
more threats can exploit one or more
vulnerabilities (Table 1).

current risk
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Table 1. Risk Categories

Risk

Description

Major business risks

Mergers, acquisitions, the introduction of a new
website, legal regulations, risks related to
turbulence and volatility of the environment, the
risk related to the lack of acceptance by the market
of generated value for the customer.

Major IT risks

Introduction of new technologies supporting
internal and external processes of the enterprise

Project risks

Threat to business continuity caused by the
implementation of the project, risk in terms of
achieving assumed project benefits, risk of failure
to the expected success

Individual risks and incidents

Inherent in the work and activities related to the use
of IT, loss and acquisition of information
resources

Source: own work based on (Whitman & Mattord, 2006, p. 52-53).

In the case of an information security
management system, the risk may be
expressed as the impact of uncertainty on
information security objectives. In the case
of information security, a risk involves the
possibility of a situation in which the risks
arise from the vulnerability of one or more
information assets and thus cause harm to
the organization (paragraph 2.68) (Patega,
2016; PN-EN ISO/IEC 27001).

Risk management is defined as coordinated
actions for gquiding and controlling an
organization in relation to risk, and the risk
management process as the systematic
application of management  policies,
procedures and practices to information,
consultation, context-building and risk
identification, analysis, evaluation, risk
management, monitoring and  review
activities (Pigtowski & Zak, 2021; Topa &
Karyda, 2019; Mesquida & Mas, 2015).

All necessary information related to the
implementation of the information security
management system of the organization can
be obtained by classifying the information
processed in the organization and estimating
the risk of loss of valuable information. A
properly  developed classification  of
information can be the basis for estimating
the risk of loss of information. The main
objective of such analysis is to identify such
risks to information processed in the
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organization that are most likely and may be
the cause of the greatest losses. For a
specified level of risk, specify the level to
which the organization intends to minimize
the risk.

Risk assessment requires systematic actions
that allow, to:

e identify assets (inventory of
information, equipment, software,
services related to the scope of the
implementation of an organization's
security management system),

e identification of the risks to these
assets,

e identifying the vulnerabilities that
may be exploited by these risks,

e determining the effects that the
exploitation of the vulnerability by
threats may have (Mirtsch et al.,
2021).

4. Information Security
Management System
Implementation Process

The subject literature presents many models
applicable in the management of information
security. The most famous are: PDCA,
Activate-Adapt -Anticipate, Confidentiality
— Integrity — Awvailability, Domain Model
ISSRM, General Model of Influence Factors,
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BMIS, Process map SRIB, Model according
to Cybernetic Security Framework.

For further analysis, the authors took into
account We evaluate the overall PDCA
model as one of the most complex models
that companies can use to manage
information security and operations without
major constraints.

The Deming Cycle, also called the PDCA
cycle, is a cycle that consists of four stages,
representing the following successive
actions:

1. PLAN - Establish and plan actions
to a given goal.

2. DO - Realize the established
actions for a trial.

3. CHECK - Check whether the
implemented plan was effective,
brings results and how the process
can be improved.

4. ACT — A perfect process that has
proved or corrected errors in an
unsuccessful process (Hamdi et al.,
2019; Luczak & Tyburski, 2010).

Interested

Implement and
operate the ISMS

security

and expectations |

Parties Establish Parties
1 — ISMS

‘ P Monitor and ‘:’ J

Information_ review the ISMS

requirements / Check

The Deming cycle is a universal approach
that gives an organization the opportunity to
self-improvement. The most important thing
in its implementation is consistency and
systematic implementation of its individual
stages. Otherwise, this cycle will be
interrupted and the organization will not the
desired results.

The creation, implementation and operation
of an information security management
system according to PN-EN ISO/IEC 27001
is also carried out in the Deming cycle, and
the entire family of standards in the field of
information safety management system
contains mutually complementary
documents, which describe the requirements
for establishing, implementing, reviewing, as
well asining and improving the management
system (Figure 1) (Hamdi et al., 2019;
Luczak & Tyburski, 2010; Diéguez et al.,
2020).

PN-EN ISO/IEC 27001 provides the
following description of these stages (table
2).

Plan
Interested

Maintain and
improve the ISMS

/ ;
4 ;‘

Managed
information

A ] security

Figure 1. Information security méﬁé{gément system and Deming cycle
Source: own work based on (https://ictinstitute.nl/pdca-plan-do-check-act/).
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Table 2. Description of the phases of the PDCA cycle in relation to the organization's security

management system

L.p. Stage

Stage Description

1. Plan

objectives.

Establish security policies, scope, processes and procedures that match
risk management and enhance information security in such a way that
results are consistent with the general principles of the organization's

Implement and operate security policies, security, processes and
procedures and use these tools to protect information.

3. Check

improvement.

Assessing and possibly measuring the performance of the processes in
relation to the security policy, objectives and practical experience and
communicating to management the results of the review regarding the
functioning of the system and the possibility of its possible

4, Act

Take corrective and preventive action based on the results of the
management review to the effect of improving the information security
management system.

Source: own work based on (PN-EN ISO/IEC 27001).

The most important features of the
information security management system,
namely:

e Making decisions based on facts.
The standard requires the decision
to apply safeguards on the basis of a
risk analysis. The primary objective
should be to maintain the continuity
of the organization. It is worth
stressing that the approach to the
implementation of the
recommendations of the standard,
consisting of  duplicating  the
template actions that fulfil their task
in the general case, has little chance
of success, because most often leads
to so-called overinvestment or
underinvestment in ensuring
information security, and often also
omission of the range of threats,
characteristic of a given
organization.

e The ability to “self-correct” the
system. The information security
management system should be
constructed in such a way that it is
capable of detecting shortcomings
and improving. This means that the
system must have "built-in"
procedures to respond to noticed
problems and non-compliance and
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procedures for periodic reviews, as
well as, in case of non-conformity
detected, procedures aimed at both
the current problem correction and
its modification in order to reduce
the risk of the problem occurring in
the future (Goldberg et al., 2019;
Janczak & Nowak, 2013; Luczak &
Tyburski, 2010; Nasir et al., 2019).

With regard to phase 1, Planning
(establishing an ITSB), the implementation
of an information security management
system should begin with defining the scope
of the system. The policy of the information
security management system should then be
defined, and PN-EN ISO/IEC 27001
provides that it is a document that sets out
the general direction and principles of action
with regard to information security. When
designing it, it should take into account the
business and legal requirements of the
organization, define the criteria according to
which the risk will be assessed and
determine the organizational structure. This
document must be adopted and accepted by
the management of the organization. Once
the policy of the information security
management system has been defined, a risk
analysis should be defined and carried out,
and it is important that it be a repeatable
process. The requirements of the standard do
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not specify a specific method of risk
analysis, they only require the definition and
description of this process and the
establishment of risk acceptance criteria. The
next action taken by the organization at this
stage is to conduct a risk analysis, according
to the adopted methodology. In a well-
organized company, Wwhere  business
processes are described and there is an up-to-
date inventory of resources necessary for the
operation of these processes, this is a process
that is less burdensome. As a rule,
organizations that have other management
systems  implemented (e.q. quality
management system, according to I1SO
9001), are well prepared for the risk analysis
process. Once the risk has been defined, it is
necessary to specify what action should be
taken for each risk identified. It is possible
to:

e Reduce the risk by applying

safeguards. In addition to the
safeguards  described in  the
standard, others can be

implemented if deemed necessary.
This is important, because the list of
security proposed in the standard
may not keep up with technological
developments.

e Risk transfer (np. na dostawce lub
ubezpieczyciela).

e Avoiding risk.

e Risk acceptance. The modern
approach to  security clearly
assumes that there are no fully
secure systems (PN-EN ISO/IEC
27001; PN-EN ISO/IEC
27005:2017-01, 2014; Diesch et al.,
2020).

Always, despite the use of the most
sophisticated safeguards, there is a minimum
of risk that the organization accepts, and it is
important that this is an informed decision.

In the context of the management of the
method of selection of security, the basic
objective of the implementation of the
information security management system
should be to ensure the continuity of the

organization's operation, that is, in the
process of choosing the way to respond to a
given threat, it should be taken into account
its effects on the maintenance of this
continuity (Pelnekar, 2011).

At the end of the process of establishing an
information security management system,
management approval must be obtained.
This concerns, above all, the acceptance of
residual risk and the issuance of internal
regulations allowing the system to be
implemented.

In stage 2 — Implement - (Implementation
and operation of the ITSB), procedures to
ensure the smooth functioning of the entire
information security management system,
i.e. procedures related to risk management,
operations and resources management
procedures and procedures capable of
detecting and responding to incidents related
to security breaches as quickly as possible
and safeguards chosen at the stage of the
establishment of the Information Security

Management System, should first be
implemented. In this case, particular
attention should be paid to so-called

awareness-raising training, which covers all
staff and training on the procedures
implemented (PN-EN ISO/IEC 27000; PN-
EN ISO/IEC 27005; PN-EN ISO/IEC
27001).

Step 3 — Check — (Monitoring and review of
SBI), in practice leads to the realization of
the idea of self-improvement. To this,
mechanisms to respond to system errors and
security-related incidents and procedures for
periodic reviews of the information security
management system must be somehow
embedded in the system. Given the fact that
the process of responding to errors and
incidents is initiated in a necessity arising
from the situation, it is therefore difficult to
speak here of any specific stage that has its
beginning and end. Therefore, within defined

periods of time, it is necessary to undertake:
o reviews of the effectiveness of the
information security management
system (according to the adopted
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objectives, you can take into
account the results of external and
internal audits, information
generated during the management
of incidents, suggestions from
employees regarding the
modification of the system),

e audits of acceptable risk (because
each organization and its
environment change over time,
assumptions about acceptable risks
need to be periodically verified and,
if necessary, modified),

e internal audit of the management
system of information security
(checking the functioning of the
whole system according to the
requirements of PN-EN ISO/IEC
27001).

e reviews of information security
management system carried out by
management  (PN-EN  ISO/IEC
27001; PN-EN ISO/IEC 27000; PN-
EN ISO/IEC 27005).

Step 4 - Apply — (Maintaining and
improving an  information  security
management system). At this stage, the
procedures for responding to errors,
incidents and non-compliance identified
during the review must result in documented
corrective or preventive actions (PN-EN
ISO/IEC 27000:2017-06, 2018; PN-EN
ISO/IEC 27005:2017-01, 2014).

In summary, the processes conducted under
stages 3 and 4, i.e. Verify and Apply, are in
practice the result of the application of the
procedures of stage 1 - Plan and
implemented in stage 2 - Execute.
Therefore, the critical role of the
documentation, which is being developed in
phase 1 — Plan, is clearly outlined, as it
contains both measures relating to the
implementation of safeguards and control
procedures and procedures aimed at taking
corrective action. At the planning stage,
attention should also be paid to the business
aspects of the organization's operations, as
the information security management system
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cannot be a ballast in the context of its daily
activities. Therefore, when considering
building an information security
management system, it is necessary to move
away from template solutions and always
use an individual approach, adapted to the
specifics of the organization.

Information security does not mean that the
organization has implemented the best
possible safeguards, but appropriate to
ensure that the activities and services of the
organization meet the requirements:

e customers and other stakeholders,

e legal and regulatory,

e standards, own,

e contained in offers and standards,

e their own, designed in response to

risk.

In making the final conclusions, the authors
asked themselves the question of the benefits
that the implementation of the Information
Security Management System can bring to
enterprises?. Modern managers should be
aware that many companies, both Polish and
foreign, currently expect suppliers to meet
certain criteria in the area of information
security. In addition to questions related to
guaranteeing customer satisfaction,
questions about the reliability and security of
management procedures related to the
protection of the information entrusted to
them also arise. For this reason, many
organizations implement or declare the need
to implement an information security
management  system, providing  their
“strategic allies” with information protection
(e.g. confidentiality of products ordered by
the customer or projects being developed
and information concerning the architecture
of a given product).

Among the most common benefits
mentioned from the implementation of an
information security management system,
are those revolving around business benefits
(including the prevention and minimization
of the frequency of leaks of confidential
information to the press, competition, the
market; destruction of information and
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media due to fire, flooding, sabotage;
financial losses, prestige, loss of credibility
due to negligence about the reliability of the
information processed and held or more
certain action in the situation of threats
caused by internal and external factors —
business continuity); internal benefits (e.g.
avoidance of penalties for infringement of
information security, ensuring compliance
with legal requirements — a systemic
approach to meeting legal requirements
rather than immediate actions, protection of
information in the organization, increased
awareness of employees in the area of
information  protection,  fulfilment  of
tendering requirements in the field of
information safety or credibility of the
company in the eyes of the customer, for
whom in today’s times quality is very often
identified  with  security);  marketing
benefits (i.e. improvement of the image and
prestige of the organization and its products
both in the sight of its current and potential
customers, brand protection, building the
professional image of a trustworthy
organization or obtaining the effect of being
perceived as an organization offering
services at the highest level in terms of
security).

5. Summary

At the moment, information is the most
valuable element in the organization's
activities, due to the fact that in the event of
its loss, the recovery process is very
expensive and problematic, much more
difficult to recreate than its other resources.
Disclosure of relevant information can also
lead to a loss of competitive position by the
organization. Therefore, information should
be subject to special protection within the
organization. This is served by a tool, which
is systemic information security
management.

An information security management system
is part of a comprehensive management
system, based on a business-risk approach,

relating to establishing, implementing,
operating, monitoring, ining and improving
information security within an organization.
The process approach to information
security, according to the Deming cycle
(PDCA), enables the construction of an
effective security management system.

Implementation of this system brings with it
measurable benefits (Mishra, 2015), which
can be included:

1. The ability to apply for orders /

contracts.

2. Improvement of competitiveness
and credibility, thereby increasing
the likelihood of acquiring a
customer.

Additional points in evaluations.
Reduction of consequences of non-
compliance with legal
requirements.

Avoidance of contractual penalties.
Increased awareness of employees.
Improved internal communication.
8. Reduced stress of employees.

Information security does not mean that the
organization has implemented the best
possible safeguards, but appropriate to
ensure that the activities and services of the
organization meet the requirements:

e customers and other stakeholders,

e legal and regulatory,

e standards, own, contained in offers

and standards,
e their own,
e  designed in response to risk.

This paper in a sense fills the gap identified
in the literature of the subject and represents
an attempt to present the use of the Deming
cycle (PDCA) in the process of
implementing an information  security
management system in modern enterprise
environments.

The paper presents the requirements for
establishing, implementing, ining and
continuously improving the information
security management system in relation to
the modern organization The authors also
draw attention to requirements for the
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assessment and management of information
security risks, tailored to the needs of the
organization. These requirements are general
and apply to all organizations, regardless of
type, size and nature. Faced with increasing
cybercrime and constantly emerging new
threats, managing information security in
any organization is a key strategic element
and at the same time may seem difficult or

Searching for different solutions in this area
helps organizations to consciously protect
the information collected, build secure
processes for its processing, taking into
account changing external and internal risks.
This paper promotes a holistic approach to
information security by identifying strategic
areas in building security such as: people,
processes and technologies.

even impossible.
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